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Executive Summary 
On September 26-27th, 2022, the German Federal Foreign Office held the G7 conference 
“Strengthening Democracy – Towards Resilient Institutions and Societies in the G7 and Africa”. Its 
main aim was to highlight the multiple threats to democratic resilience and outline avenues to protect 
democracy across the G7 and Africa.  

Main takeaway: Democratic resilience is a complex phenomenon. There is neither a silver bullet nor 
single democratic institution to target for strengthening in order to remain resilient. Rather, 
integrated approaches are needed that support and reinforce different democratic institutions and 
processes at different levels (e.g. locally or transnationally) at different times. 

This policy paper: summarises the key findings, policy recommendations and innovative ideas from 
the G7 conference “Strengthening Democracy – Towards Resilient Institutions and Societies in the 
G7 and Africa”. 
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I. MAIN TAKEAWAYS
from the keynote speeches by government leaders and senior democracy practitioners and experts

 Citizens in G7 and African countries share a common aspiration for democratic governance.
 Democracies have a superior record of fostering freedom, peace and shared material prosperity,

as well as economic growth.
 However, in both African and G7 countries, democracy has come under intense pressure in recent

times; and levels of citizen dissatisfaction with the performance of their democratic regimes have
been growing (aggravated no doubt by the Covid-19 pandemic and Russian invasion of Ukraine).

 Democracies should join forces to tackle the challenges to democratic resilience across countries
and continents.

 Speak up for democracy: develop and showcase counter narratives to the “autocratic success
story”.

II. KEY MESSAGES

Decline of trust in public institutions in G7 and in African countries is a central problem. Key causal factors 
are: 

 Gaps in government service delivery; corruption; official impunity; exclusion/inclusion gaps; spread
of misinformation and fake news, etc.

 Gaps in global justice: 1.5 billion people don’t see their justice needs addressed.

Globally, the space for democracy is shrinking, and civil society vulnerability is increasing. But donor 
interventions/initiatives are in part: 

 Not adequately informed by knowledge of local history, politics, and political economy.
 Not sufficiently promoting CSO independence and sustainability.

Disinformation is a complex and highly profitable business model on an industrial scale: 

 Private Military Companies offer highly sophisticated disinformation services in conflict areas to the
highest bidder and exploit weak local media ecosystems by providing local journalists with job
opportunities they lack otherwise.

 Lack of regulation on tech companies’ systems to regulate ads with outrageous, polarising,
misogynistic content (on their websites, especially those with the highest number of clicks).

 Illicit financial flows (IFFs) are strongly linked to the weakening of democratic resilience: e.g., IFFs
enable autocratic leaders to sidestep controls; undermine vertical and horizontal accountability
mechanisms/institutional checks and balances. Even in democracies, IFFs can visibly drain away
public resources, hamper the implementation of policies for the benefit of the people, and cause
the erosion of trust in government.

 IFFs are a global challenge, therefore global (specifically Germany/G7/EU and Africa) cooperation
and coordination is indispensable in combating it.

Gender equality is a complex issue that permeates all social, political, and economic sectors: 

 Women still lack financial resources and time to invest in public affairs and political networks due to
family/care duties. Their motivation is further dampened by the tendency to be more frequently
attacked in public than men (note the shift from physical attacks to social media and cyber-attacks).

 An increased representation for women does not necessarily lead to reduction in gender
inequalities. There is the need to match representation with influence.

Electoral processes are becoming increasingly digitised and thus increasingly vulnerable to cyber threats: 

 Cyber-attacks on voting infrastructure (such as voter registration, vote counting, result transmission,
and data storage facilities) and election stakeholders (election officers) are on the rise.

 Technology evolves faster than legislation, therefore need for quick & responsive legal action and
more legislation on cyber issues in the electoral process.
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III. POLICY RECOMMENDATIONS

To restore trust in democratic institutions: 

 Focus on the local level: Strengthen the political grassroots level, provide support for civil society,
focus on local social accountability, ensure public administration delivers locally, provide de-facto
access to justice & employ a people-centred approach.

 Independence of judicial institutions and social vetting for public offices is necessary.
 Take action against multinational corporations that have been complicit in state capture.

To support Civil Society Organisations: 

 Donors should think and act medium to long-term in the design of programmes and 
projects, particularly focus on local-level security sector reform, social cohesion, and reintegration.

 Donor support to civil society groups should be flexible to enable adaptation to rapidly changing 
circumstances.

 Invest in building and strengthening institutions for accountable governance and inclusive 
development, especially in partner countries that are not aid-dependent.

To fight disinformation: 

 Understand and target disinformation as a complex and profitable economic sector.
 Empower local infrastructure: create a media environment that is inclusive and allows local

innovators to become journalists rather than spreading fake news.
 Global regulation on ad placement by ad-tech companies is needed.

To tackle Illicit Financial Flows (IFFs): 

 Cooperate! Since illicit financial flows cross borders, any approach to stop them needs to be done
jointly, by stakeholders at global, regional, and national levels, also between the North and South.

 Tackle the financial and legal architecture at the receiving end of IFFs (i.e. G7/EU recipients of IFFs).
Scale up targeting on enablers - accountants, lawyers, banks, etc. in their respective jurisdictions.

 Significantly address the role of banking systems in IFFs; particularly by building the capacity of
African banks to proactively record and report financial transactions.

To support and strengthen gender equality: 

 Support needs to go beyond formal inclusion. More women should have a place at the table of peace
and security issues.

 Gender ministries should receive more funds – gender mainstreaming is necessary in all policy areas
and public institutions!

 Gender equality issues need to be discussed with a broader audience (not only with “the already
converted”).

To fortify the electoral process against cyber-attacks: 

 Establish national cyber security strategies for the electoral processes.
 Reinforce voting technology and infrastructure (e.g. Transmission of results, control over data

storage).
 Issue legislation responsive to fast-evolving cyber threats. Provide training for the judiciary on cyber

security in the electoral process (lack of understanding technically impedes effective legislation).

IV. INNOVATIVE IDEAS
 Donors/Democracies should explore ways for mitigating the personal costs suffered by pro-

democracy/human rights activists and election officials in partner countries (create a safe space for
local activism and policy work).

 G7 and Africa should invest in future scenario mapping and foresight planning with respect to
national security and cyber security of the electoral process.

 Coordinated efforts to track disinformation campaigns and support fact-checking across 21 African 
countries: Code for Africa.

 New monitoring system: G7 Dashboard on Gender Gaps (updated annually by OECD, Gender Gap 
Guide).

 The women experts’ network (Center for Feminist Foreign Policy) https://www.woxnetwork.org.

https://github.com/CodeForAfrica/
https://www.g7germany.de/resource/blob/974430/2058180/79709f6c84587c3a8e0546b2c9df44c5/2022-06-28-gender-gap-guide-data.pdf?download=1
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SESSION 1: Cyber Security in Electoral Processes 

Speaker: 

Ms. Grace Githaiga, CEO of Kenya ICT Action Network (KICTANet), Kenya. Dr. Martin Koyabe, Senior 
Project Manager at AU-GFCE Collaboration Project at the Global Forum for Cyber Expertise, the 
Netherlands. Ms. Julia Schütze, Project Director at Stiftung Neue Verantwortung (video statement), 
Germany. 

Moderator: Ms. Christine Mhundwa 

Background: Cyber risks threatening democratic electoral processes are an increasing challenge for 
democracies worldwide. Malicious cyber activities take diverse forms in that regard, ranging from 
cyberattacks directed against the functionality of a country’s electoral system to disinformation and hate 
speech on social media platforms to influence citizens’ voting behaviour. State actors as well as non-
state actors, among them criminal groups, can be sources of cyber risks in electoral processes, pursuing 
different interests with their actions. With functioning democracies being based on public trust in a 
transparent, fair and secure election process, cybersecurity of electoral systems has direct consequences 
for the resilience of democracies. 

Key messages: 

 Electoral processes are becoming increasingly digitised and thus increasingly vulnerable to
cyber threats.

 Cyber-attacks on voting infrastructure (such as voter registration, vote counting, result
transmission, and data storage facilities) and electoral stakeholders (election officers) are on
the rise.

 More legislation on cyber issues in the electoral process: technology evolves faster than
legislation => need for quick & responsive legal action!

Policy recommendations: 

 To fortify the electoral process against cyber-attacks, establish national cyber security
strategies for the electoral processes including the following points:

o Embrace electronic voting as the primary voting channel.
o Election monitoring teams need ICT experts to understand and evaluate cyber security

threats.
o Establish an official information portal.
o Protect election officials by providing education on cyber hygiene (relates to the

practices and precautions users take with the aim of keeping sensitive data organized,
safe, and secure from theft and outside attacks) during elections.

o Reinforce voting technology & infrastructure now: Secure transmission of results, and
keep control over where election data is stored, by whom, and who can access it.

o Issue laws: Legislation must be responsive to fast-evolving cyber threats.
o Provide training for the judiciary on cyber security in the electoral process, an obvious

lack of understanding technically impedes effective legislation.
o Make it simple for people to vote and verify their vote. Expose results at polling

stations immediately after they are closed.

Innovative idea(s): 

 Innovative solutions for remote voting (e.g. in Estonia, one can change their remote vote
until the end of the election), transmission of results and data storage.
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Session: This breakout session focused on cyber threats to electoral processes. Martin Koyabe 
highlighted three areas in which remote democratic elections are routinely attacked: First, the election 
infrastructure. This includes attacks on digital voter registration, on vote counting as well as on result 
transmission channels and on result storage facilities. The second area seeks to reduce the credibility of 
digital electoral processes through directed disinformation campaigns. These campaigns push specific 
narratives of electoral malfeasance to sow mistrust and at times even instigate violence. Third, electoral 
stakeholders are routinely attacked – virtually as well as physically. Election officials/individuals who run 
or monitor elections are most vulnerable to being compromised. They need to be protected from 
harassment and bodily harm. Grace Githaiga underscored the lack of training in cyber hygiene for 
election officials: after the 2022 elections in Kenya, two polling officers were found dead – likely because 
they had entered private information that identified them (such as their telephone or identity numbers) 
into the voting system and thus became vulnerable to physical harm. 

These cyber-threats notwithstanding, both onsite panellists agreed that digital voting was the clear way 
ahead and should be officially recognised as the primary voting channel. Grace Githaiga shared how 
through her work with KICTANet she learned that especially young people express a clear preference 
for remote voting. They do not want to queue for voting and ask for an app with which they can vote 
from their phones. In that vein, an innovative idea mentioned was remote voting in Estonia, where 
citizens were able to change their vote until the election deadline. 

Given the timeliness, acuteness, and potential gravity of cyber threats to the electoral process, all three 
panellists shared a range of policy recommendations: First, a national cyber security strategy should be 
established. Such a strategy should a) be fluid to adapt to emerging threats. This is particularly important 
yet also particularly difficult to carry out in a legal sense. Martin Koyabe highlighted the mismatch 
between technology development and corresponding legislation. Robust laws might exist, but 
technology evolves at a much faster pace than legislation. Hence, also the judiciary and legislature need 
to receive appropriate training as a lack of understanding technically impedes effective legislation. And 
b) a national cyber security strategy should entail preparedness for technology. This means, for example,
election monitoring boards should be equipped with trained personnel, i.e. experts on technology (who
can identify weaknesses of the digital voting system), experts on disinformation (content) as well as
technically trained election officials. The technology experts should also engage in international
cooperation to build expertise across countries (network of cyber experts, CERT). Similarly, regional
cyber capacity coordination committees should continue and deepen their efforts to share their
experiences across countries. With respect to election officials, the participants called for more funds
to train election officials both in terms of content, as well as technology/cyber hygiene. Second, the
national cyber security strategy should also include a critical examination and fortification of election
infrastructure. Data protection at each step of the electoral process is key to maintaining high levels of
trust in the election. This entails revisions of data storage agreements (i.e. how and where is the data
stored physically at every step of the process and who has access to it and when?). Third, a national
cyber security strategy should also keep in mind the citizen’s perspective. The participants
recommended that voting should be verifiable and comprehensible and that citizens should have access
to an official information portal where election results are published. Civic education around digital
voting is crucial to prevent the spread of misinformation and spur distrust in election results.

In addition, the participants called for technology/ICT experts to be placed in election monitoring 
missions. Lastly, the participants emphasised the importance of international collaboration, as well as 
collaboration between state and non-state actors. As Julia Schütze put it: “learn internationally and 
adapt locally”. 
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SESSION 2: Local Governance and Access to Justice

Speaker: 

Mr. Ademola Adesina, Advisor at „Citizens Engagement and Innovative Data Use for Africa’s 
Development“ at GIZ Addis Ababa, Nigeria. Ms. Marriet Schuurman, Director of the Stabilisation and 
Humanitarian Aid Department at the Ministry for Foreign Affairs, the Netherlands.  Mr. Jimmy Maliseni 
Programmes Manager at Alliance for Community Action, Zambia. Ms. Helge Mehrtens, Head of Town 
Planning Department of Bergisch Gladbach, Germany. 

Moderation: Ms. Katie Gallus, moderator and journalist, Germany 

Background: Strong democracies are characterised by the fact that citizens can actively participate in 
political decision-making processes and assert their rights. This goes beyond their participation in free 
and fair elections at the national level and the independence, efficiency, and integrity of the judiciary. 
For citizens to be aware of the value of democracy both in the global north and in the global south, they 
must be able to shape political decisions in their everyday environment actively, e.g. decisions about the 
location of a school or the construction of a road. At the same time, acceptance, and trust in democratic 
and rule-of-law based institutions depend crucially on people being able to assert and enforce their rights 
on the ground: not only their human rights and civil liberties, but also ordinary civil claims – as the 
number of people with unresolved legal disputes is estimated at over 1.5 billion worldwide. 

Session: Jimmy Maliseni shared how the Alliance for Community Action enables citizens to ask targeted 
questions about service delivery and resource allocation at the local level through their “Ask”-projects. 

Key messages: 

 Decline of trust in public institutions is a central problem in the G7 and Africa due to:
o Experienced lack of service delivery.
o Misinformation, fake news, etc.

 Critical to restore trust:
o Provide access to justice for the people and independence of judicial institutions.
o Public administrations should deliver on local level as this is where citizens come in 

contact with the state.
 Thus, focus on what people actually need:

o Shift from institutional focus back to people/to outcome is needed.
o Trust is a two-way street; institutions need to understand the messages from civil 

society.
 Technical approaches are unlikely to work:

o Need to talk about politics to incentivise political will when it’s not there.

Policy Recommendations: 

 Strengthen the political grass root level, provide more support for civil society.
o Focus on social accountability, access to information, public participation.

 If building institutions, focus on institutions that can deliver.
o Support digital transformation and transparent user-centric systems.

 Listen to local voices: there is knowledge to build on for sustainable solutions.
 Keep the language simple.
 Critical evaluation of methods (e.g. capacity building in form of two-day workshops).
 Take action against multinational corporations that have been complicit in state capture.

Innovative idea(s): 

 Performance based financing/performance assessments that produce information so
people can know what/how the government is doing
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As a consequence the citizens understand „not how to vote, but why“. Marriet Schuurman emphasised 
the global justice gap and its implication for trust in the legal system: 1.5 billion people worldwide have 
unresolved legal issues. The Justice Action Coalition is a global initiative to close this “justice gap”, 
initiated inter alia by the Netherlands, supported by Germany, being one of the founding members in 
2021. It is a multi-stakeholder group open for countries from the global north and south. Ademola 
Adesina discussed how digital transformation in the AU can be used for innovative and user-centric 
forms of civic action. Civil society organisations can make use of a civic tech innovation fund and scale 
up promising approaches. Helge Mehrtens shared an administration perspective: over the past ten years 
a decrease in trust in public administration and planning can be observed. As a result, service delivery 
becomes more tedious. 

Several statements were made about trust, respect, and (mutual) accountability. Trust in local 
institutions is an important but fragile prerequisite. It suffers when: consultations take place that are not 
followed up by action (example of bicycle strategy in Germany); when institutions do not properly 
communicate or coordinate with one another; when institutions lack transparency and oversight; when 
citizens feel that they are not listened to or respected; and/or when promises are broken. Local 
institutions have to be functionally and financially enabled to deliver their services. 

Several critical aspects for institution and capacity building were highlighted: First, there already exists 
a lot of social capacity at local levels. This social capital needs to be unleashed. Second, the capacity 
building alone does not help if the structures and institutional constraints are not taken into account. 
Third, institution building should not be an end in itself. It should be people-centred, i.e. its objective 
should be to benefit the people; it needs to enable the organisation to get the message and act upon it. 

Trust in courts suffers from low institutional quality. Vested interests, political influence, or corruption 
are salient problems (“Why hire a lawyer when you can buy a judge?“). Trust in informal or traditional 
legal systems is sometimes higher. Those systems should also be considered. For the formal judicial 
system to function, independence, resources, transparency, and oversight are necessary. 

Local institutions in general should be subject to performance accountability. They need to show high 
responsiveness, and systems for performance assessment are necessary. The funding can be partially 
performance-based. However, the measurement of service delivery is quite complicated. 

Further suggestions were to use simple language; to take into account ethnic, religious, and gender 
aspects; to constrain the influence of (western) corporate interests on local institutions (for example, 
state capture in South Africa and the involvement of western firms like Bain and KPMG); to avoid double 
standards (example of Guinea: Protests with 150 victims against Condé’s change of constitution were 
not harshly criticised by ECOWAS and the international community. The following coup then sparked 
outrage and Condé was whitewashed); to listen to the people and get close to them – civil society as an 
important actor and interface; and finally, to go beyond the technical view and to take pride in the 
dignity of democracy! 
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SESSION 3: Supporting Civil Society in Acute Crisis Context 

Speaker: 

Dr. Roba Sharamo, Regional Director for Africa and West Asia at International IDEA, Sweden. Ms. 
Kholood Khair, Founder of Confluence Advisory, Sudan. Dr. Augustine Magolowondo, Regional Director 
of Democracy Works Foundation, South Africa. Mr. Goran Buldioski, Director of Programs at Open 
Society Foundation, Germany. Dr. Jide Okeke, Regional Programme Coordinator for Africa at UNDP, USA. 

Moderation: Dr. Jakob Hensing, Research Fellow at Global Public Policy Institute (GPPi), Germany 

Background: This session engaged with the challenges arising in efforts to support pro-democratic civil 
society in acute crisis contexts. In particular, it examined the extent to which such measures can 
contribute to the stabilisation of fragile environments. In this context, stabilisation is understood as a 
process of political, economic and social change, in the course of which the role of physical violence as a 
means of political contestation is at least significantly reduced – which in turn requires meaningfully 
inclusive, ideally democratic political participation. 

Key messages: 

 Democracy is important for sustainable development; but globally, the space for democracy 
is shrinking; and the vulnerability of civil society is increasing

 However, donor interventions/initiatives are not adequately informed by knowledge of local 
history, politics, and economy; and do not sufficiently foster the ability of local actors to 
flourish even after the external donors are gone.

Policy recommendations: 

 Need for greater coordination of/cohesion between Political Foundations’ and development
cooperation activities.

 Donors should think and act medium to long-term in the design of programs and projects,
particularly focus on local level security sector reform, social cohesion, and reintegration.

 Donor support to civil society groups should be flexible to enable adaptation to rapidly
changing circumstances

 Invest in building and strengthening institutions for accountable governance and inclusive
development, especially in partner countries that are not aid dependent.

Innovative idea(s): 
 Donors/Democracies should explore ways for mitigating the personal costs suffered by pro-

democracy/human rights activists and election officials in partner countries (create a safe
space for local activism and policy work).

 G7 and Africa should invest in future scenario mapping and foresight planning with respect to
national security.
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SESSION 4: Public Discourse and Disinformation 

Speaker: 

Mr. Justin Arenstein, CEO at Code for Africa, South Africa. Ms. Clare Melford, Co-founder and CEO at 
Global Disinformation Index, United Kingdom. Mr. Benjamin Mols, StratCom Officer at European 
External Action Service, Belgium.  Mr. Steffen Leidel, Journalist at Deutsche Welle, Germany 

Moderation: Dr. Peter Ptassek, Director for Public Diplomacy at the Federal Foreign Office, 
Germany.  

Background: The economy of disinformation: rather than being a solitary strategy employed by 
authoritarian leaders to appear in a better light, disinformation is a profitable industrial-scale business 
model. It takes place on a global as well as a local level. As such, disinformation is a highly complex 
problem that plays out and thus must be countered from a range of different angles. One of these angles, 
for example, is that the disinformation economy provides employment opportunities to local journalists/ 
innovators who often lack such opportunities in countries without functioning media ecosystems. A core 
feature of a functioning democracy, however, is a healthy media ecosystem and access to a wide range 
of information for all citizens. One strategy to strengthen democratic resilience hence requires boosting 
and reinforcing local media infrastructure. 

Session: Justin Arenstein discussed how the United Nations is a major target (from its peacekeeping 
missions in CAR and DRC, to WHO health campaigns) and that in the DRC there was evidence 
of coordinated incitement ahead of violent attacks on UN bases resulting in deaths of both 
peacekeepers and protestors. In that vein, Clare Melford encouraged the conference audience to 
think of disinformation beyond a simple false binary distinction (e.g. true or false, left vs. right). 
Rather she argued that disinformation is often spread in the form of adversarial narratives. These 
narratives are intentionally misleading, attack vulnerable individuals, groups, or even democratic or 
scientific institutions, and most importantly create risk of physical harm. 

Key messages: 

 Disinformation is a complex and highly profitable business model on an industrial scale.
 Private Military Companies offer highly sophisticated disinformation services in conflict areas

to the highest bidder. They exploit weak local media ecosystems by providing local journalists
with job opportunities they lack otherwise.

 Lack of regulation on ad placement by tech companies such as Google: ads are placed on
websites with the highest number of clicks, often websites with enraging, polarising,
misogynistic content.  Advertising companies have no influence on the websites on which
their companies are advertised.

Policy Recommendations: 

To fight disinformation: 

 Understand and target disinformation as a complex & profitable economic sector.
 Empower local infrastructure: create a media environment that is inclusive and allows local

innovators to become journalists rather than spreading fake news.
 Create a pathway for journalists that have been trapped in the shadow disinformation

economy.
 Stop training & increase peer mentoring and partnering.
 Global regulation on ad placement by ad-tech companies such as Google or Yahoo is needed!

Innovative idea(s): 

 Coordinated efforts to track disinformation campaigns and support fact-checking across 21
African countries: Code for Africa.
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All panellists highlighted the enormous success of the disinformation business model due to push and 
pull factors on both the demand and the supply side of the disinformation economy. The demand for 
adversarial narratives (which are often enraging or appealing to the consumer’s emotional reaction) 
regularly exceeds the demand for regular news. This is reflected, for example, in the number of clicks 
on websites with such narratives vs. “regular news” websites. These clicks, in turn, generate revenue 
through ads placed on websites and enraging content thus often makes websites more profitable. There 
are limited (if any) policies by ad tech companies placing online advertisements regulating which 
websites ads may be placed on. This results in companies inadvertently advertising on websites pushing 
adversarial narratives. In response, Clare Melford called for global regulation for ad tech companies on 
the placement of ads. 

On the supply side of the disinformation economy, weak media ecosystems push local creators and 
journalists into the disinformation business due to the lack of other professional options. In terms of the 
global supply, the disinformation economy provides opportunities for actors who want to fuel 
polarisation on an industrial scale. Justin Arenstein highlights how Code for Africa is tracking non-African 
nation states seeding and amplifying disinformation campaigns fuelling armed conflict throughout 
Africa. The local frontline work in these campaigns is often franchised to African proxies/contractors, 
while globally coordinated networks then spread this professionally produced multimedia content to 
weaponise their messages. In terms of content, such campaigns rely on ‘infotainment’ formats to bypass 
media watchdogs, to target young or unsuspecting audiences.  

The logistical infrastructure and maintenance required to coordinate and provide disinformation today 
is a highly specialised service. Benjamin Mols and Justin Arenstein called attention to the role of private 
military companies, such as the Wagner group, who offer their services to the highest bidder (and often 
in conflict settings). The Russian-backed Wagner group is a main actor in the African disinformation 
economy creating blockbuster infotainment movies and spreading adversarial narratives through their 
extensive network on social media (likely also relying on Russian troll factories). Their movies are highly 
successful and usually portray Russian soldiers as the heroes supporting or even liberating Africans from 
US or Chinese influence. 

All panellists agreed that a strong and viable media environment forms a core aspect of democratic 
resilience. Media and journalism education and literacy are crucial both for citizens to discern 
information from disinformation but also for local creators to spread content in appropriate and 
democratic ways. Strong local media and informed communities are key to resilience. Developing and 
funding local infrastructure (rather than projects) thus is one of the key policy recommendations. 
Similarly, increased transnational cooperation among anti-disinformation actors and increased peer-
mentoring (rather than top-down training) can help in building indigenous media ecosystems. Digital 
rights and legislation are other areas where steps can be taken to ensure democratic principles are 
upheld (as in the above-mentioned case of ad placements). Driving up the cost of the supply side was a 
further policy recommendation to dismantle the disinformation economy. This can be achieved, for 
example, by revealing the puppet masters behind disinformation campaigns (rather than engaging with 
their content), or by blacklisting the campaign profiteers, and even by providing outside options to 
creatives who are now engaged in the disinformation economy. 



12 

SESSION 5: Together against Illicit Finance 

Speaker: 

Mr. Daniel Alker, Deputy Head of Division 411 at the Federal Ministry for Economic Cooperation and 
Development (BMZ), Germany. Ms. Martina Vatterodt, Deputy Head of Division 210 at the Federal 
Ministry for Economic Cooperation and Development (BMZ), Germany. Mr. Djamel Ghrib, Director of 
Economic Development, Integration and Trade (EDIT) in the Department of Economic Development, 
Trade, Tourism, Industry and Minerals (ETTIM) at the African Union Commission, Ethiopia. Mr. Jorge 
Pereiro Pinon, Team Leader for regional cooperation with Africa in the areas of peace and security, 
migration, governance and culture at Directorate General for International Partnerships (INTPA A2) of 
the European Commission (virtual), Belgium. Dr. Muazu Umaru, Director Policy and Research at the 
Inter-Governmental Action Group against Money Laundering in West Africa (GIABA)/(virtual), Senegal. 
Dr. Joyce Koech, Registrar of Companies at Business Registration Service Kenya (virtual), Kenya. Ms. 

Key messages: 

 Scale up efforts to curb illicit financial flows (IFFs) because they are strongly linked to:
o (Under-)development and poverty (e.g. causes loss of scarce resources needed for

development) and;
o A weakening of democratic resilience (e.g. enables autocratic leaders to sidestep

controls; undermine vertical and horizontal accountability mechanisms/institutional
checks and balances).

 IFFs are a global challenge; therefore global (specifically Germany/G7/EU and Africa)
cooperation and coordination is indispensable in combating it.

 Beneficial ownership (BO) transparency is key to checking secret shell companies that
facilitate IFFs.

 However, there is need to maintain balance between privacy and transparency to ensure
that enforcement of sanctions against violations does not harm DFI’s attractiveness to
African countries

Policy recommendations: 

 It is essential to tackle the financial and legal architecture at the receiving end/parking
stations of IFFs (i.e. G7/EU recipients of IFFs). In particular, G7/EU should scale up attacks on
professional enablers – accountants, lawyers, banks etc., located in their respective
jurisdictions.

 Anti-IFF programs should place emphasis on global implementation of anti-IFF standards and
targets, peer reviews of compliance with standards (rather than on attaching
conditionalities).

 G7/EU should continue to support the implementation of Beneficial Ownership (BO)
transparency initiatives (especially establishment of national BO registries).

 Significantly address the role of banking systems in IFFs; particularly by building the capacity
of African banks to proactively record and report financial transactions.

 Adopt and sustain a multi stakeholder approach to the implementation of beneficial
ownership transparency plans, including benchmark validation.

Innovative idea(s): 

 G7 should link its anti-IFF efforts to exposing G20/African state actors to the opportunities
associated with signing on to beneficial ownership transparency programs/zero-IFF
initiatives as well the costs associated with not attacking IFFs (i.e. apply more carrots than
sticks).
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Veronica Stratford-Tuke, Advisor at Illicit Finance Overseas Network Lead at the Foreign, 
Commonwealth and Development Office (FCDO), United Kingdom. 

Moderation: Ms. Helen Radeke, Advisor at GIZ Global Program Combating Illicit Financial Flows, 
Germany 

Background: Illicit financial flows weaken democracies and strengthen autocracies. Due to their cross-
border nature, combating illicit financial flows requires close cooperation between the G7, European 
Union (EU) and African states. Two important steps have recently been taken, highlighting the need for 
collaboration: (1) In 2022, the G7 pledged to support 15 additional beneficial ownership registers in 
Africa (deliverable in the Leaders’ Communiqué and in the Development Ministers’ Communiqué) as well 
as to provide capacity development measures for FATF-style regional bodies (FSRBs) in Africa (deliverable 
in the Development Ministers’ Communiqué). (2) The regional “Team Europe Initiative to Support Africa 
in Combating Illicit Financial Flows and Transnational Organized Crime” (TEI on IFFs and TOC) was 
initiated in 2021 under German leadership. 

Session: The breakout session showcased the link between illicit financial flows and democratic 
resilience as well as the political relevance of the topic. For citizens to trust in their governments, 
integrity and effective service delivery are critical. However, if public resources are visibly drained away 
through illicit financial flows, the lack of resources hampers the implementation of policies for the 
benefit of the people, and trust in governments erodes. Therefore, illicit financial flows have an 
enormous detrimental effect on democracy.  

Since illicit financial flows cross borders, any approach to stop them needs to be done jointly, by 
stakeholders at global, regional, and national levels. The participants underlined the need for joint action 
and coordination in the fight against illicit finance by actors such as the G7, the G20, other governments, 
the EUC, the AUC, and FATF-style regional bodies (FSRBs). The current initiatives such as the G7 
commitments 2022 to support 15 African countries in setting up additional beneficial ownership 
registers and in strengthening FSRBs through capacity development, the TEI on IFFs and TOC in Africa, 
and the AUC Strategy to combat illicit financial flows were recognised as very relevant. Moreover, the 
role of civil society to hold these actors to account was underscored. Participants also called for action 
to oversee and hold professional enablers of illicit financial flows accountable, both from the financial 
(especially banks) and non-financial sectors (e.g. notaries, lawyers, accountants). Central Banks were 
also cited as one important actor that should be included in the required multi-stakeholder processes.  

Tackling illicit finance requires to strike a balance between well targeted enforcement action (e.g. 
through sanctions) and setting the right incentives for stakeholders to fulfil their mandates. Participants 
in the breakout session agreed that there should be no finger-pointing between the global north and 
the global south, since the responsibility to act on the challenge of illicit finance is truly global in nature, 
especially when considering that a great part of the illicit assets ends up in the global north.  

The existing international normative framework to fight illicit financial flows was recognised as strong, 
e.g. the Standards of the Financial Action Task Force to combat money-laundering, terrorist financing
and proliferation financing, the OECD Global Forum on Transparency and Exchange of Information for
Tax Purposes, and the G20 High-Level Principles on Beneficial Ownership Transparency: “The train is in
motion; stakeholders should not miss it.”.

However, participants pointed to the fact that none of the different frameworks captures the problem 
entirely – pieces of the puzzle are there, and they need to be put together. Consequently, some 
participants called for more unified international standards, such as a global protocol for action against 
illicit finance. Moreover, participants pointed out that although standards are often times implemented 
in a satisfactory manner, actual impact on countering illicit finance often stays behind expectations. 

It also became clear in the discussion that corruption is a key driver of illicit finance and should be 
considered at all levels and by all measures.  
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SESSION 6:  Matching Representation with Influence  
Pathways to Gender-just Democracies in the G7 and Africa

Speaker: 

Dr. Abiola Akiyode-Afolabi, Executive Director at Women Advocates Research and Documentation 
Center, Nigeria. Dr. Hibist Kassa, Research Consultant at WoMin African Alliance, South Africa. Ms. 
Sarah Bernardy, Head of Division 320 at the Federal Foreign Office, Germany. 

Moderation: Ms. Christine Mhundwa 

Background: Lack of representation and participation, as well as the structural political and economic 
disadvantages of women, remains one of the most serious democratic deficits in Africa and the countries 
of the G7. Gender disparities in participation have a lasting negative impact on the resilience of 
democracies in Africa and the G7. However, women's political and social participation cannot be 
achieved by merely increasing the number of women in parliaments, political parties, and governments. 
Rather, those institutions need to be transformed to enable gender equity as well as social and political 
participation in societies at large. 

Key messages: 

 The structural root of inequality lies in a combination of a variety of structural conditions.
 Formal vs. substantive representation: increased number of women does not imply

outcomes that address gender inequalities.
 Feminist foreign policy is not one self-contained policy field but an approach that permeates

all policy areas.

Policy recommendations: 

 Gender mainstreaming should permeate all societal and political arenas.
o Funders should invest in gender equality as a crosscutting topic.
o Gender ministries need to be taken seriously and better funded.
o Gender equality issues need to be discussed with a broader audience (“don’t only

preach to the already converted”).
 Support should be based on a feminist decolonial approach – an inclusive economic plan.

o Beyond formal inclusion: match representation with influence!
o More women need to have a place at the table of peace and security issues.
o Support should be based on an intersectional lens (also taking into account youth,

ethnicities, LGBTQIA*, etc.).
o Less funding for building government institutions and more for CSOs of vulnerable

groups like women and LGBTQIA*.
o Ensure digital security for vulnerable people to be safe while engaging in politics.

 Acknowledge achievements and success stories so other people can identify with them and
have role models.

Innovative idea(s): 

 G7 Dashboard on Gender Gaps (new monitoring system updated annually by OECD,
https://www.g7germany.de/resource/blob/974430/2058180/79709f6c84587c3a8e0546b2
c9df44c5/2022-06-28-gender-gap-guide-data.pdf?download=1).

 The women experts’ network by the Center for Feminist Foreign Policy
(https://www.woxnetwork.org).
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Session: The breakout session provided several perspectives on possible ways to strengthen gender-
equitable political participation in African and G7 democracies. In most countries in Africa and the G7, 
political institutions are currently not gender-equitable. The participants traced the structural roots for 
such lasting inequality back to patriarchal societal dynamics as well as neoliberal and austerity policies, 
and ongoing colonial structures that inhibit citizens – women in particular – to experience full 
democracy. The liberalisation and austerity agenda of the last 40 years (cf. IWF or World Bank policies) 
has eroded the ability of African and Asian countries to deal with shocks from changing commodity 
prices. Further contributing causes of inequality are women’s lack of financial resources to invest in 
polity resources, increased lack of time due to family/care duties, their lack of motivation due to being 
more frequently attacked in public than men (e.g. on social media, shift from physical attacks to cyber-
attacks), as well as a lack of resources to build political networks. This effectively hinders women from 
engaging in meaningful political participation.  

Quality of democracy strongly correlates with the extent of gender equality. Yet, democracy, peace, and 
security are challenged/undermined by the militarisation of government and the securitisation of social 
problems and resources (e.g. water governance in Africa). The participants highlighted the difference 
between formal and substantive representation:  an increased number of women does not necessarily 
imply an increased number of outcomes that deal with gender inequalities. Representation is more fluid 
in practice than it is in theory, and matching representation with influence is crucial for gender equality. 

The participants emphasised that there is a current trend to abolish gender ministries due to poor 
outcomes. But gender issues permeate all policy areas and should not be treated as a self-contained 
field. In that vein, feminist foreign policy is not just a policy field (and not only about women’s rights) 
but an approach that covers all fields. 

In consequence, participants strongly recommended carrying out gender mainstreaming in all societal 
and political arenas (not as single panel, not in single administration units, but everywhere). Similarly, 
gender equality issues should be discussed with a broader audience (“don’t only preach to the already 
converted”) and gender ministries should be taken seriously (i.e. receive more money, more 
mainstreaming, and less compartmentalisation/tokenism). Funders/media coalitions should invest 
more money in gender equality as crosscutting topic. Likewise, more women need to have a place at 
the table of peace and security issues (cf. e.g. Feminist Foreign Policy). Finally, support should be based 
on an intersectional lens (that takes into account not only women, but youth, ethnicities, LGBTQIA*, 
etc.; e.g. how are these groups represented in schoolbooks?).  

Further policy recommendations included that support should be based on a feminist decolonial 
approach – an economic plan that is inclusive. For example, this can mean less funding for building 
government institutions and more for CSOs of vulnerable groups like women and LGBTQIA*, or 
increasing support that looks beyond formal inclusion and matches representation with influence. To 
achieve this, focus on digital security/make use of technology to create conditions for vulnerable people 
to be safe while engaging in politics. Acknowledge achievements and success stories so other people 
can identify with them and have role models. 

Two innovative projects were highlighted: the G7 Dashboard on Gender Gaps (a 
new monitoring system updated annually by the OECD, https://www.g7germany.de/
resource/blob/974430/2058180/79709f6c84587c3a8e0546b2c9df44c5/2022-06-28-gender-gap-
guide-data.pdf?download=1) as well as the women experts' network by the Center for Feminist 
Foreign Policy (https://www.woxnetwork.org).

https://www.g7germany.de/resource/
https://www.woxnetwork.org
https://www.woxnetwork.org
https://www.g7germany.de/resource/blob/974430/2058180/79709f6c84587c3a8e0546b2c9df44c5/2022-06-28-gender-gap-guide-data.pdf?download=1



